UY BAN NHAN DAN CONG HOA XA HQI CHU NGHIA VIET NAM
HUYEN THO XUAN Poc 1ap - Tw do - Hanh phuc

$4:3050 /UBND-VHTT Tho Xudn, ngay 06 thing9  nam 2024
V/v canh bao chién dich tan

cdng mang c6 chu dich nham

toi Viét Nam.

Kinh gui:
- Van phong Huyén uy;
- Thuong truc HDND huyén;
- UBMTTQ; Céc td chirc doan thé chinh tri cap huyén:
- Cac phong, nganh, co quan, don vi cap huyén;
- Céac doanh nghiép VT trén dia ban huyén;
- Chu tich UBND cac x4, thi tran.

Thuc hién Cong vin sé 291/ TTCNTT&TT-QTHT ngay 04/9/2024 cua
Trung tm Cong nghé Théng tin va Truyén thong vé viéc canh béo chién dich tan
cong mang c6 chu dich nham toi Viét Nam, Theo d6, trong qua trinh giam sat an
toan thong tin trén khdng gian mang, Trung tam Giam sat an toan khong gian
mang qUOC gia (NCSC), thuoc Cuc An toan thong tin da phat hién va ghi nhan
mét chién dich tin céng cd chu dich méi st dung ky thuat AppDomainManager
Injection dé phat tan ma doc tir thang 07/2024. Chién dich nay, cé thé lién quan
dén nhom APT 41, di anh hudng dén cac t6 chtc chinh pha va quan su trong khu
vuc Chau A - Théai Binh Duong, bao gdm ca Viét Nam.

(Théng tin chi tiét xem tai Phy luc kém theo)

Pé bao dam an toan thdng tin mang ddi véi cac hé théng thong tin trong
cac co quan nha nudc trén dia ban tinh, Trung tdm C6ng nghé thdng tin va
Truyén thong Thanh Hoéa dé nghi cac co quan, don vi chi dao cac bo phan, ca
nhan thuc hién nhirng ndi dung sau:

1. T6 chic cap nhat cac dau hiéu tan cong trén thiét bi Tuong lua cua don
vi dé ngan chan cac két ni tir bén trong va ngoai vao danh sach cac dia chi tén
mién doc hai tai Phy luc kém theo. Khan truong thuc hién kiém tra, ra soat, xac
dinh may tinh va cac hé théng thong tin trong pham vi co quan, cac don vi truc
thuoc va UBND cap x& c6 kha ning bi anh huang boi chién dich tan cong trén.

2. Tang cuong giam sat va trién khai thuc hién day da cac phuong an
bao dam an toan thong tin theo HO so dé xuét cap do da duoc phé duyét; dong
thoi thuong xuyén theo doi kénh canh bao cua cdc co quan chirc ndng va cac t6
chie 16n vé an toan thong tin dé phat hién kip thoi cac nguy co tin cong mang.

3. Chi dao T6 ung ctru sy ¢b an toan _thong tin mang tai co quan, dia
phuong minh trién khai chu dong ra soat va san sang phuong an xu ly su cb khi
phat hién co6 dau hiéu bi khai thac, tan cong mang; dong thoi phd bién, tuyén
truyén kip thoi céc nguy co vé mat an toan thong tin duoc canh béo cia cic co
quan churc nang trong pham vi co quan, dia phuong.



Trong qua trinh thuc hién, néu gap kho khin, vuéng mac vé ky thuat lién
quan dén céc noi dung, cong viéc trén dé nghi lién hé véi 6ng Trinh Buc Long,
DT: 0919235256), hoic Trung tdm COng nghé thdng tin va Truyén thdng Thanh
Hoa dé phdi hop hd tro, xur ly. Dién thoai: (0237)3718.699; Thu dién tu:
ungcuusuco@thanhhoa.gov.vn./

Nhan dugc cong vin nay, Cha tich UBND huyén dé nghi Truéng céc
phong, nganh thuoc UBND huyén; Thu truéng cac co quan, don vi; Chu tich
UBND céc x4, thi tran trién khai thuc hién ngiém tic, hiéu qua./.

Noi nhan: KT.CHU TICH
-Nhweén, PHO CHU TICH
- S& Théng tin va Truyeén théng; e :

- Chu tich, cAc PCT UBND huyén;
-Luu VT, VHTT.

Nguyén Xuan Hai


mailto:ungcuusuco@thanhhoa.gov.vn./

) Phuluc -
THONG TIN CHI TIET VE CHIEN DICH TAN CON

1. Thong tin chi tiét

Trung tam Giam sat an toan thong tin, Cuc An toan thong tin ghi
nhan thong tin lién quan den chien dich tan cong c6 chu dich st dung ky
thuat AppDomainManager Injection dé€ phat tan ma doc ké tur thang 7/2024.

Qua phan tich, ma doc trong chién dich nay dugc xac dinh I
CobaltStrike, vai cac dau hiéu ky thuat va ha tang twong tw nhom APTAL. Chién
dich da gdy ra nhimg tic dong anh hudng dén cac to chuc chinh phu tai Dai
Loan, cac don vi quan su & Philippines... Bidu nay cho thay quy md va tinh chat
nguy hiém cua cudc tan cong, doi hoi cac bién phap phong chong nang cao tir
cac co quan an ninh mang trong khu vuc.

Cdc don vi ¢6 thé tdi xudng cdc md I0C tai https://alert.khonggianmang.vn

Du6i day 1a mdt s6 IoC lién quan dén cac tan cong gan day

krislabl[.] site msn-microsoft[.] org
s2cloud-amazon][.] com s3bucket-azure[.] online
s3cloud-azure[.] com s3-microsoft[.] com
trendmicrotech[.] com visualstudio-microsoft[.] com
xtools[.] lol 0

2. Hwéng din ngin chin

Ghi chi: Cdch thitc thiét lap trén c~dc thiét bi bio mdt sé dwoc thuc
hién khdc nhau, trong bai viét nay hwong dan trén dong thiét bi Router Mikrotik
cO tich hop chirc nang Tuwong lia.

2.1. Cip nhit ngin chin truy cip vao cic tén mién doc hai trén hé
thong thiet bi biao mat (Twong lira) tai don vi

Trén thiét bi tudng ltra (Vi du thiét bi Mikrotik) vao IP — Firewall
— Filter Rules va thém mot rule méi véi ndi dung nhu anh dudi:


https://alert.khonggianmang.vn/
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- Chain: forward, xur Iy cac goi tin di qua router.

- Src. Address: Dia chi (hodc nhom dia chi) IP can ap dung rule
firewall dé ngan chan truy cap

- Protocol: Giao thurc, chon 6 (tcp).
- Dst. Port: Port (cong) can chin, & ddy chon port https 443.

- In. Interface: Interface goéi tin di vao. Chon bridge, VLAN hoac
interface cu thé can chan.

- Content: NO1 dung can chan.

- Action: Céach xtr 1y g6i tin. Chon drop (bo goi tin di1).

2.2. Theo ddi, ra soat cac két ndi trén may tinh tai don vi
2.2.1. Theo doi nhat ky truy c@p trén thiét bi bdo mdt

Trén thiét bi bao mat, theo ddi thuong xuyén trang thai két ndi tir cac
may tinh dé ghi nhan tinh trang lay nhiém ctia cdc may (néu co).
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2.2.1. Theo déi trang thdi két noi trén cdc mdy tinh

Buéc 1: Tai cong cu TcpView cua hang Microsoft tor dia chi
sau: https://learn.microsoft.com/en-us/sysinternals/downloads/tcpview

Budc 2: Chay coéng cu voi quyén quan tri trén mdy tinh can kiém tra.
Trén phan Options, chon chirc nang Resolve Addresses d¢ phan giai cac dia chi
IP sang tén mién dé theo doi.
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Theo dbi nhitng dia chi tén mién tai phdn Remote Addresses d,é ghi
nhan xem co6 dia chi nao trong danh sach doc hai ma may tinh dang két n61 dén
hay khong.
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